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VPN.com Warns President Trump & ICANN to Terminate All Iranian Domain Names

ATLANTA and TEHRAN, Iran and WASHINGTON, Nov. 26,
2019 (GLOBE NEWSWIRE) -- In the last week, the Iranian Gov-
ernment terminated nearly 95% of all public Internet access in
Iran. President Rohani has allocated much of the remaining con-
nectivity to government-controlled websites operated on .ir coun-
try-level domain names.

In response to the most extreme censorship measures in Iranian
history, VPN.com CEO Michael Gargiulo released this letter to
President Trump, Treasury Secretary Mnuchian and Mr. Marby,
CEO of the Internet Corporation for Assigned Names and Num-
bers (ICANN) to warn of the growing dangers of Internet, censor-
ship and nuclear activity in Iran.

Specific regulatory and sanction recommendations have been in-
cluded. A full copy of the letter issued can be found below.

President Donald Trump
1600 Pennsylvania Ave NW
Washington, DC 20500 USA
Secretary Steven Mnuchin

United States Department of the Treasury
1500 Pennsylvania Avenue, NW
Washington, D.C. 20220 USA

Mr. Marby, CEO

% Mr. John Jeffrey, General Counsel

Internet Corporation for Assigned Names and Numbers
12025 Waterfront Drive, Suite 300

Los Angeles, CA 90094 USA

Dear President Trump, Secretary Mnuchin and Mr. Marby:
Thank you, Mr. President, for your review and consideration
of our prior communication regarding North Korea and the .kp
country code top-level domain property.

As a global leader in cybersecurity, Internet access and domain
names we urge you to impose countermeasures against Iran in
response to President Hassan Rouhani’s latest malign and oppres-
sive decision to eliminate Internet access and freedom of speech
for 82 million citizens.

This censorship of expression and information is a human rights
violation as defined in Article 19 of the Universal Declaration of
Human Rights by the United Nations General Assembly.

As a result, the only remaining websites with reliable Internet
connectivity are controlled by the Iranian government and are op-
erating on the .ir domain delegation, also known as the Iranian
country code top-level domain (ccTLD).

In response to the U.S. Department of Treasury press release from
November 22, 2019, Treasury Designates Iran’s Minister of Infor-
mation and Communications Technology in View of the Regime’s
Repressive Internet Censorship, there are additional pressures,
targeting Iran, that can be applied to fast track diplomacy with the
world’s largest state sponsor of terrorism.

The Minister of Information and Communications controls only
part of the Internet in Iran. The Institute for Research in Funda-
mental Sciences controls all remaining access and .ir domains.
The organization is controlled directly by President Rouhani but
remains unsanctioned.

Furthermore, we urge the Internet Corporation for Assigned
Names and Numbers (ICANN), who delegates all country code
top-level domain properties, to terminate all access to .ir domains
by removing the .ir domain delegation from the DNS root zone
until these sanctions are lifted.

In addition, we request new regulation and terminination of other
ccTLDs operated by governments that enable human rights viola-

tions, censorship and terrorism, as demanded by the United Na-
tions and the Universal Declaration of Human Rights.

It is unacceptable that ICANN has intellectual property dispute
policies for commercial abuses but has no accountability or regu-
lation for acts of terrorism and basic human rights violations car-
ried out by the governments they grant ccTLD property to.
Please find an outline of our suggested diplomatic recommenda-
tions, below. We encourage the Trump Administration to evalu-
ate these recommendations to provoke diplomacy, promote peace
and freedom of expression for the people of Iran.

List the Institute for Research in Fundamental Sciences, Siavash
Shahshahani and Alireza Saleh on the U.S. Department of the
Treasury’s Office of Foreign Assets Control Specially Designated
Nationals And Blocked Persons List, Pursuant to Executive Or-
der 13846; At President Rohani’s discretion, this organization and
these individuals are assigned to operate Iran’s .ir domain name
extension and are key to the country’s Internet connectivity and
the government’s censorship.

a. By listing the Institute for Research in Fundamental Sciences
on the OFAC list you would eliminate all global Internet access
and service to .ir domains.

b. The primary impact of this action would eliminate all web ac-
cess and e-mail service to .ir domains. This would cause massive
economic and communication disruption to Iran across more than
1,131,300 .ir domains, all of which cannot currently be accessed
by Iranian citizens due to government-initiated censorship.

¢. For maximum pressure you must compel [CANN and all five
Regional Internet Registries to revoke the .ir domain delegation
from their DNS root zone files.

i. This access could be restored at any time, upon sanction relief.

Demand ICANN and Regional Internet Registries Revoke Do-
main Delegations Operated by State Sponsors of Terrorism; Iran,
in efforts to protect their growing nuclear program, has consoli-
dated their Internet to the .ir domain delegation and is engaging in
bad-faith censorship on an alarming scale. These .ir domains now
provide Iran maximum oppressive control over their Internet and
enhances their terror abilities.

a. ICANN must develop regulation that revokes access to coun-
try-code top level domain delegations for repeated human rights
violations, terrorist activity and censorship by the ccTLD operat-
ing government.

i. As demanded by the United Nations Security Council Resolu-
tion 2462 (2019), “all [member] States shall — in a manner con-
sistent with their obligations under international law — ensure
that their laws and regulations make it possible to prosecute and
penalize, as serious criminal offences, the provision or collection
of funds, resources and services intended to be used for the benefit
of terrorist organizations or individual terrorists.”

b. It is the duty and obligation of the ICANN and Regional Inter-
net Registries to eliminate the possibilities of self-contained dark-
webs, like the .ir extension, that support terrorism, hate crimes,
and human rights violations.

i. As demanded by the United Nations Office on Drugs and
Crime report: The use of the Internet for terrorist purposes, page
141, section G, “Private sector cooperation; While the responsi-
bility for countering the use of the Internet for terrorist purposes
ultimately lies with Member States [of the United Nations], the
cooperation of key private sector stakeholders is crucial to effec-

tive execution. Proactive engagement with private sector stake-
holders such as service providers, websites hosting user-gener-
ated content and Internet search engines will continue to play an
important role in controlling the availability of terrorism-related
content disseminated via the Internet.”

c. Furthermore, by granting possession of ccTLD property to
countries like Iran, ICANN and the .ir domain delegation are
openly harboring the action and international communication of
globally recognized sponsors of terrorism.

d. ICANN has regulation for intellectual property disputes and
Domain Abuse Activity Reporting (DAAR) Project but not acts
of terrorism, acts of war, human rights violations or associated
internationally recognized crimes. There must be regulatory pro-
tections and responsibilities for these crimes from ICANN.

e. Regardless of prior ICANN denials, the organization, in con-
junction with Regional Internet Registries, has the sole access to
disable ccTLD property; as seen with their termination of the .YU
domain delegation from Yugoslavia.

f. ICANN has confusingly not published ccTLD agreements
with Iran, Syria or North Korea; all of which are designated State
Sponsors of Terrorism.

g. ICANN, organized under the California Nonprofit Public Ben-
efit Corporation Law, is headquartered in Los Angeles, Califor-
nia and has a legal obligation to unilaterally comply with United
States sanctions and United Nations Security Council resolutions.
If a free and open Internet cannot be accessed by all citizens of
Iran, the luxury and freedom of speech granted by the .ir domains
should not be afforded to the Iranian government.

As recently noted by the U.S. Envoy and Special Representative
for Iran, Mr. Brian Hook, the United States is actively working to
restore Internet access to Iranians with anti-censorship tools like
Virtual Private Networks but even this approach has found lim-
ited success against the oppression from the Government of the
Islamic Republic of Iran.

In conclusion Mr. President, I bring this information to your at-
tention as we strive for a globally recognized diplomatic solution
with Iran for denuclearization, freedom of speech, and civilian
access to a free and open Internet.

As President Herbert Hoover said, “It is a paradox that every dic-
tator has climbed to power on the ladder of free speech. Imme-
diately on attaining power each dictator has suppressed all free
speech except his own.”

A decision to sanction the Institute for Research in Fundamental
Sciences would send a clear message to Iran and ICANN that the
United States is committed to combat state sponsored criminal
activity, terrorism and the censorship no matter where it exists in
the world or Internet.

Respectfully,

Michael Gargiulo

CEO at VPN.com

cc: Ms. Tripti Sinha, Chair

Governance Committee

Internet Corporation for Assigned Names and Numbers

For media and interview inquiries, please email: pr@vpn.com or
visit: https://www.vpn.com/press
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Mahtab Farid
Washington Correspondent

www.iranshahrnewsagency.com

Interview with Representative, Brad Sherman,
Democrat from California

Capital Hill, FRI, Nov. 22- Congressman Brad Sherman,
Democrat from California recently sent out a Tweet in sup-
port of the Iranian people and said, «Maybe 200 dead, thou-
sands injured and arrested, and no internet for at least five
days in the continuing #IranProtests. This is unacceptable.
The Iranian regime must end the communications black-
out and stop the killings now.» Mahtab Farid, reporter from
Washington, DC asked Congressman Sherman to elaborate
on his tweet and asked whether the US congress can do
more besides sending tweets and verbal support? Since
Congressman had an urgent meeting, he could only speak
briefly but he promised to have a full interview soon

Q. Could you give us your reaction on what 1s happening
inside Iran and I know that you tweeted your support but
the citizens of Iran are wondering what could the US con-
gress do beyond tweeting their support?

A. We obviously play an important role in the world. We
stand with the people of Iran. And we have had a sanctions
program designed trying to get this government to do bet-
ter things than perhaps spend less of its money in places
outside of Iran. Other than provide moral support for those
who are demonstrating for their rights, it is hard to identify
what we can do. We are trying through our sanctions to aim
to those who are depriving people of their rights, rather than

people of Iran as a whole. And we all look forward to an
Iran that is prosperous, free, and a good citizen in the world.

Q. You have been a congressman for 22 years. I have seen
you pass a lot of bills and watched you advocate for Iran,
what is going to happen next? So many administrations
have come and gone and nothing happened?

A. We need to support reaching out to the Iranian people,
not only through radio public broadcasting but also by sup-
porting independent broadcasting many of them are based
in my city of Los Angeles to make sure that a thousand
flowers bloom and a thousand voices are heard on the air-
waves and satellite dishes throughout the country of Iran.
We want to make sure people are hearing the alternatives
and we look forward to a great country of more than a 5000
year of history having a government that is worthy of its
people.

Congressman Sherman sent a message to the Iranian people:

«The people of the world are watching. The whole world 1s
watching, We are all with the people of Iran.»


https://shop.ketab.com/book-detail.aspx?item=101952&title=A%20Concise%20History%20of%20Iran:%20From%20the%20early%20period%20to%20the%20present%20time&author=Shirazi,%20Saeed
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